ITPOTOKOJI Ne 21958/2024
npoBejenns copMmecTHbIX ucnbiTanuii KKT T/ HITpux-M IHITPUX-M-01® u onepanjioHHOH
CHCTeMbI CleHa/JIbHOro Ha3HayeHus «Astra Linux Special Edition» PYCB.10015-01

(ouepepHoe oOHOBIeHUE 1.7)

r.Mocksa 25.03.2024

1 Ilpegmet vcribITaHUM

1.1 B HacTosiieM TpoTokose 3adukcupoBaH (akT mpoBefeHust 25.03.2024 coBMeCTHBIX
vucnbitanuy KKT T IHtpux-M LHITPUX-M-01® (manee — YCTpPOWCTBO) W OrepaljuOHHOU
CUCTeMBbI Criel[iasbHOr0 Ha3HaueHUsi «Astra Linux Special Edition» PYCB.10015-01 (ouepenHoe
obHoernenue 1.7) (mamee — Astra Linux SE 1.7.0), pa3paboranHoii OOO «PycBUTex-Actpa»,
BKtouasi Astra Linux SE 1.7.0 ¢ ycTraHOB/IeHHBIM OIepaTUBHbIM OOHOB/IeHHEM 0e30TacHOCTH
BIOJUUIETEHD Ne 2023-1023SE17 (nanee — Astra Linux SE 1.7.5).

2 O6BEeKT UCTTBITaHUM

2.1 Ha wucrnipiTaHusi ObLJIO TIpeAOCTaB/IeHO YCTPOWCTBO B CJleflyolllell KOMILIeKTallvu:
YcTpotiicTBo.

3 Xo/ UCbITaHUH

3.1 B Xxofe COBMeCTHBIX WCMbITaHUM OBbUIM TIPOBeAEHbI TIPOBEPKU KOPPEKTHOCTH
(yHKIMOHHUPOBaHUST YCTpoKcTBa noy, ynpasyieHdeM Astra Linux SE 1.7.0 u Astra Linux SE 1.7.5 B
oObeMe TIpOBEPOK, YyKaszaHHbIX B [lpunokenwsx 1 wu 2. TIpoBepKH OCYIIECTB/SUTUCH C
VICII0J/Ib30BAaHMEM 3KCIUTyaTalMOHHOU JOKyMeHTal[1 YCTPOMCTBa.

3.2 Ins mpoBepku pabOTOCIIOCOOHOCTH C/IEAYIONUX Y37I0B  OBUIO  /IOTIO/THUTEEHO

yCTaHOBJIeHO TIporpaMMHoe obecrieueHue (anee — [10), yka3anHoe B Tabsutie 1.

Tabnuiia 1 — mepeveHs AOTOJHUTEIBLHO yCcTaHoB/IeHHoro [10.

Onucanue HaumeHnoBaHue MD5 NcTounuk

https://github.com/shtrih-m/
fr_drv_ng/releases/download/
1.6.0-21-ge5b15e7/
fr_drv_ng_linux_astra_x86_64
_1.6.0-21-ge5b15e7.zip

Hpatisep KKT Itpux-M | fr_drv_ng_linux_astra_x86_64 | a98fe16a7d9407b41d888
NG _1.6.0-21-ge5b15e7.zip e1767b156ef

3.3 Xopg ucrbiTanuii onucad B [Ipunoxennu 3.

4 Pe3ynbTaThl UCIIBITAHUU

4.1 YcraHOB/EHO, UTO YCTpoUCTBO nog yrpasieHuem Astra Linux SE 1.7.0 pyHKUMOHUpYeT
KOPPEKTHO.

4.2 YcTaHOB/IEHO, UTO YCTPONCTBO MNof yrpasneHueM Astra Linux SE 1.7.5 ¢dyHkumoHupyet

KOPPEKTHO.



5 BeiBoz

Ycrporictreo COBMECTUMO ¢ omnepalldOHHOM CUCTeMOW CIeldaJbHOTO Ha3HaueHUs!
«Astra Linux Special Edition» PYCB.10015-01 (ouepemHoe o6HOBjeHWe 1.7), MpUHHUMas BO
BHUMaHYe UH(pOpMaLHIo, cofepkalyrocs B pasgesne 4 u [Ipunoxenuu 3.

6 CocraB paboueii TPyNIIbI U MOJIMCH CTOPOH

Mannblii [TpoToKo coCcTaB/eH yyaCTHUKaMU paboueit rpyTib:

Koganés /1. FO. — Texauueckuii gupektop 'K IITpux-M;

I'ynanos A. 3. — VnxeHep Texuuueckou noagepxku ['K HItpux-M.

HTLI W3mepurens (LITPUX-M)

/ (O/DKHOCTB)
I'yunanos A. 3.

(ropmnuCh)

(amuust, MHULAATBI)

«25» MapTa 2024 roga



IIpunoxenue 1 K ITporokosy Ne 21958/2024

IlepeueHb IPoOBepPOK YcTpoMcTBa Noj ynpasaeHueM Astra Linux SE 1.7.0

Bepcus sigpa Astra Linux 5.4.0-54-generic 5.4.0-54-generic | 5.4.0-54-hardened | 5.4.0-54-hardened
Tun nogK/Ir0YeHust USB 3.0 ITo cetn USB 3.0 ITo cetn
HaumeHoBaHMe NIPOBEPKH Pe3ynbraTr HCIBITAaHUA
O6HapyskeHue U fobaBeHue
puy A YcnerHo YcneiHo YcneriHo YcnelHo
yCTpOMCTBa
YcraHoBKa CBA3U U3 ApaiiBepa
AP p YcneliHo YcnelHo YcnelHo YcnelHo
NG c KKT
OTKpBITHE CMeHBI 13 IpaiBepa
NG p AP p YcneliiHo YcneiiHo YcneliHo YcneliHo
3aKkpeITHEe CMeHbI U3 JpaiiBepa
N Gp AP p YcneliHo YcneiiHo YcneiiHo YcneliHo
Hauatb TecToBbIl IIPOrOH U3
o p YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
3aBepIINThL TeCTOBLIM ITPOTOH
p o P YcneliHo YcneniHo YcneliHo YcneliHo
u3 gpauisepa NG
3ampoc craryca ®H u3
E y YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
C6poc craryca ®H u3
pu Ty YcneliHo YcneliHo YcneliHo YcnemnHo
JpaiiBepa NG
Ortuet o peructpauuu KKT u3
. P pai YcneliHo YcneliHo YcneliHo YcnemnHo
npavisepa NG
OKYMEHT TIPOJakU 13
A vy PO YcneliHo YcneiHo YcnelHo YcnemnHo
npaviepa NG
OKYMEHT BO3BpaTa Ipoaaku
Hoxy o P POA YcneliHo YcnelHo YcnelHo YcnemniHo
u3 apavisepa NG
Yek KOppeKLIUU U3 JIpaiiBepa
NG PPeK AP p YcneliHo YcneiHo YcnelHo YcneniHo




IIpunoxxenue 2 K ITporokosy Ne 21958/2024

IlepeueHb MpoBepoK YcrpoicTBa noj ynpasyieHrnem OC Astra Linux 1.7.5

Bepcus sigpa Astra Linux 5.4.0-162-generic | 5.4.0-162-generic | 5.4.0-162-hardened| 5.4.0-162-hardened
Tun nogK/Ir0YeHust USB 3.0 ITo cetn USB 3.0 ITo cetn
HaumeHoBaHMe NIPOBEPKH Pe3ynbTar HCIBITAHUA
O6HaR,y)KEHHe u foGasnenue YcnelHo YcneriHo YcneliHo YcnelHo
yCTpOMCTBa
YcraHoBKa CBsI3U U3 JipaiiBepa
NG ¢ KKT YcnelHo YcnelHo YcnelHo YcneriHo
ggpbnyle CMEHBI 13 /ipaBepa YcneliHo YcneliHo YcneliHo YcneliHo
;aé{pblTI/Ie CMEHBI 13 /ipaBepa YcneliHo YcneliHo YcneiHo YcneliHo
Haqua Th TECTOBBIH IPOrOH M3 YcneliHo YcneliHo YcneiHo YcneliHo
JApaiiBepa NG
SaBEPLUUHTb TECTOBBIM MPOTOH YcneliHo YcneliHo YcneiHo YcneliHo
u3 gpauisepa NG
3arpoc craryca ®H us

- YcneliHo YcneliHo YcneiHo YcneiHo
JApaiiBepa NG
C6puo ¢ cratyca OH u3 YcnelHo YcneliHo YcneiHo YcneiHo
JpaiiBepa NG
OTKIEB T 0 pervicrparu KKT w3 YcneliHo YcneliHo YcneiHo YcnelHo
npavisepa NG
'HOKVY MEHT TIPOAN 13 YcnelHo YcneliHo YcneiHo YcneiHo
npaviepa NG
'HOKYMS HT BOSBpATa HPOALKH YcnelHo YcneliHo YcneiHo YcnelHo
u3 apavisepa NG
;2( KOPPEKLMH 13 /iparBepa YcnerHo YcneliHo YcneiHo YcnelHo




Ipunoxenue 2 k Ipotokony Ne 21958/2024

IlepeueHb MpoBepoK YcrpoicTBa noj ynpasyieHrnem OC Astra Linux 1.7.5

Bepcus sigpa Astra Linux 5.10.190-1-generic | 5.10.190-1-generic |5.10.190-1-hardened 5.10.190-1-hardened
Tun nogK/Ir0YeHust USB 3.0 ITo cetn USB 3.0 ITo cetn
HaumeHoBaHMe NIPOBEPKH Pe3sysibTar HCIBITAaHUH
O6HaR,y)KEHHe u foGasnenue YcnelHo YcnelHo YcneriHo YcnelHo
yCTpOMCTBa
YcraHoBKa CBsI3U U3 JipaiiBepa
NG ¢ KKT YcnelHo YcnelHo YcnelniHo YcnelHo
OTKP bITHE CMEHBI 13 YcneliHo YcnelHo YcnelniHo YcneliHo
ZApaiiBepa NG
;aé{pblTI/Ie CMEHBI 13 /ipaBepa YcneliHo YcnelHo YcneliHo YcneliHo
Haqua Th TECTOBBIH IPOrOH M3 YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
SaBEPLUUHTb TECTOBBIM MPOTOH YcneliHo YcneliHo YcneliHo YcneniHo
u3 gpauisepa NG
3arpoc craryca ®H us

- YcneliHo YcneliHo YcneliHo YcrneliHo
JApaiiBepa NG
C6puo ¢ cratyca OH u3 YcneliHo YcneliHo YcneliHo YcneliHo
JpaiiBepa NG
OTKIEB T 0 pervicrparu KKT w3 YcneliHo YcneliHo YcneliHo YcrneliHo
npavisepa NG
'HOKVY MEHT TIPOAN 13 YcneliHo YcneliHo YcneliHo YcnelHo
npaviepa NG
'HOKYMS HT BOSBpATa HPOALKH YcneliHo YcneliHo YcneliHo YcneiHo
u3 apavisepa NG
;2( KOPPEKLMH 13 /iparBepa YcnelHo YcneliHo YcneliHo YcnelHo




IIpunoxxenue 2 K ITporokosy Ne 21958/2024

IlepeueHb MpoBepoK YcrpoicTBa noj ynpasyieHrnem OC Astra Linux 1.7.5

Bepcus sigpa Astra Linux 5.15.0-83-generic | 5.15.0-83-generic | 5.15.0-83-hardened| 5.15.0-83-hardened
Tun nogK/Ir0YeHust USB 3.0 ITo cetn USB 3.0 ITo cetn
HaumeHoBaHMe NIPOBEPKH Pe3sysibTar HCIBITAaHUH
O6HaR,y)KEHHe u foGasnenue YcnelHo YcnelHo YcneriHo YcnelHo
yCTpOMCTBa
YcraHoBKa CBsI3U U3 JipaiiBepa
NG ¢ KKT YcnelHo YcnelHo YcnelniHo YcnelHo
OTKP bITHE CMEHBI 13 YcneliHo YcnelHo YcnelniHo YcneliHo
ZApaiiBepa NG
;aé{pblTI/Ie CMEHBI 13 /ipaBepa YcneliHo YcnelHo YcneliHo YcneliHo
Haqua Th TECTOBBIH IPOrOH M3 YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
SaBEPLUUHTb TECTOBBIM MPOTOH YcneliHo YcneliHo YcneliHo YcneniHo
u3 gpauisepa NG
3arpoc craryca ®H us

- YcneliHo YcneliHo YcneliHo YcrneliHo
JApaiiBepa NG
C6puo ¢ cratyca OH u3 YcneliHo YcneliHo YcneliHo YcneliHo
JpaiiBepa NG
OTKIEB T 0 pervicrparu KKT w3 YcneliHo YcneliHo YcneliHo YcrneliHo
npavisepa NG
'HOKVY MEHT TIPOAN 13 YcneliHo YcneliHo YcneliHo YcnelHo
npaviepa NG
'HOKYMS HT BOSBpATa HPOALKH YcneliHo YcneliHo YcneliHo YcneiHo
u3 apavisepa NG
;2( KOPPEKLMH 13 /iparBepa YcnelHo YcneliHo YcneliHo YcnelHo




IIpunoxxenue 2 K ITporokosy Ne 21958/2024

IlepeueHb MpoBepoK YcrpoicTBa noj ynpasyieHrnem OC Astra Linux 1.7.5

Bepcus saapa Astra Linux 5.15.0-83- 5.15.0-83- . .
P Ap 6.1.50-1-generic 6.1.50-1-generic
lowlatency lowlatency
Tun noax/Ir0UeHust USB 3.0 ITo cetu USB 3.0 ITo ceTn
HaumeHoBaHMe NPOBEPKH Pe3y/ibTar HCIBITAHUH
O6HapyskeHue U 1o0baBeHue
puy A YcnelHo YcnelHo YcnerHo YcneriHo
YCTpPOUCTBA
YcraHoBKa CBSI3U U3 [ipaiiBepa
YcnelHo YcnelHo YcnerHo YcnerHo
NG c KKT
OTKpBITHE CMEHbBI 13
P YcnelHo YcnelHo YcnerHo YcnerHo
JApaiiBepa NG
3aKpeITHe CMeHBI U3 JpaliBepa
NGp AP p YcnelHo YcnelHo YcneniHo YcnelHo
HauaTb TecToBbIl ITIPOrOH U3
o p YcnelHo YcnelHo YcnelniHo YcnelHo
ZApaiiBepa NG
3aBepIIUThb TeCTOBLIM ITPOTrOH
p o p YcneliHo YcnelHo YcnelniHo YcneliHo
u3 gpavisepa NG
3arpoc craryca ®H u3
E y YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
Co6poc craryca ®H u3
pu y YcneliHo YcneliHo YcneliHo YcneliHo
JApaiiBepa NG
OrtueTt o peructpaiuu KKT u3
o P pa YcneliHo YcneliHo YcneliHo YcneniHo
JApaiiBepa NG
OKYMEHT ITPOIayKU 13
A Uy POA YcneliHo YcneliHo YcneliHo YcrneliHo
JApaiiBepa NG
OKYMEHT BO3BpaTa Ipoaaku
Hoxy o p POA YcneliHo YcneliHo YcneliHo YcneliHo
u3 gpauiBepa NG
Yek KOppeKLIMU U3 IpaiiBepa
NG PPeKI AP p YcneliHo YcneliHo YcneliHo YcmneliHo




ITpunoxenue 3 K Ilporokosny Ne 21958/2024

Xop uCnbITAaHUH

1 Xop, uCTIbITaHWI

1.1 B Xozie COBMeCTHBIX UCIIBITAHWUM YCTaHOBI/IEHO, UTO:

1.2 Insa ycranoBku gpauiBepa KKT, cremyer ckauath cam [JpaiiBep, pacnakoBaTb €ro B
nmobom ynobHoMm Mecte (/home/user/3arpy3ku/) ¥ WUCTHOb3ys KOMaH/bI, OMMCAaHHBIE B JIpaliBepe,
yctaHoBUTh CBsi3b ¢ KKT. [Insi BbIBOZ@ CIiMCKa KOMaH]l U TlapaMeTpPOB KOHCOJBHOTO ApaiiBepa,
ciegyeT  TOAATh KOMaHZy U3 Karajora  Kyja ObUT pacrakoBaH  JpaiiBep
(/home/user/3arpy3ku/dist/linux_1.6.0.602/x86_64):

Jconsole_test_fr_drv_ng
ITpoeeputs cBsA3b ¢ KKT:

Jconsole_test fr_drv_ng status

1.3 Ons ycranoBku cBsizu ¢ KKT, cpegcrtBamu koHcobHOTO fApariBepa KKT, o mpoTtokomy
TCP (RNDIS) TpeOyeTcss u3MeHUTb HACTPOMKH ipv4,= TPOBOAHOTO COeWHEHUs], KOTOpOe
nosiBnsieTcsi B anriete Network-manager, nipu noakmoueHnn KKT rmiepeBefieHHOTO B peXuM
RNDIS. A umeHHO yKasaTb CTaTUUeCKHH ip aipeC U MacKy MOZCeTH:

ip-192.168.137.1

mask — 255.255.255.0
W 3aTemM KoMaH/Oii:

export FR_DRV_NG_CT_URL=
NepeK/II0YNTh aKTUBHBIM NIPOTOKOJI B JIpaiiBepe:

export FR_DRV_NG_CT_URL='tcp://192.168.137.111:7778?
timeout=30000&plain_transfer=auto’
rge 192.168.137.111 sto agpec KKT LITpux-M no-yMonmyaHuto

1.4 ns ycranoBku cBsizu ¢ KKT cpencrBamu koHconbsHOro ApariBepa KKT, mo VCOM npo-
TOKOJy crenyeT nobaBuTh TMosib30oBarens B rpymmy dialout komangod - «usermod -a -G dialout
<username>" W OMpeJe/UTh Ha KaKOM YyCTpPOMCTBe HaxoauTcs rnoakmoueHHas KKT (MoxHO uc-
TI0/Tb30BaTh KOMaHAy “dmesg -w” B OT/e/NbHO 3alylieHHOM OKHe TepMHHama). OTO MOXKeT OBITh
ttyUSB* wiu ttyACM* (* - Homep ycTpoiicTBa). I 3aTeM KOMaHZOM:

export FR_DRV_NG_CT_URL=
TepeK/II0UUTh aKTHBHBIN TTPOTOKO/ B ipaliBepe:

export FR_DRV_NG_CT_URL='serial://ttyACMO?
timeout=30000&baudrate=115200&enq_mode=1'



ITpunoxenue 4 K Ilporokosy Ne 21958/2024

IlepeueHb MCI0/1b30BAaHHBIX COKPAIlleHUH

Astra Linux SE 1.7.0 — onepaijuoHHas cMcTemMa CreLyajbHOro HasHadeHusi «Astra Linux
Special Edition» PYCB.10015-01 (ouepenHoe o6HoB/eHHEe 1.7);

Astra Linux SE 1.7.5 — Astra Linux SE 1.7.0 ¢ yCTaHOB/IeHHBIM OIlepaTUBHLIM
obnoBnenrem BIOJIJIETEHB Ne 2023-1023SE17;

USB-A — nocnefoBarenbHblli UHTEP(ENC 1 MOAK/II0UeHUs Nepru(epUMHbBIX YCTPONCTB K
BBIUMC/IUTE/IbHON TeXHUKE;

KKT — KOHTpOJ/IbHO-KaccoBasi TEXHUKA;

1O — mporpammHOe obecrieueHue;

YerpoiictBo — KKT T[] tpux-M IITPUX-M-01D.



